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Decisions, Decisions
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What makes you feel secure?

-Safety in numbers? Blend in with the crowd?
Anonymity?

*Passwords?

*Encryption?

*Firewalls?

*Intrusion Detection Systems?

*Others?




Some of the Tools in (free) Parrot Linux

Social Engineering Tools: Information Gathering:
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And so much more....
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This Is Peoria, Andy
Not Los Angeles

Or Chicago

- Or New York

~ Or Dallas

/\

| am going to: https://www.wigle.net
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Three Types of Wi-FI Frames

[Control HETNES

=

» Acknowledgement (ACK)
* Request to Send (RTS)

* Clear to Send (CTS)

* Power Save Poll

ﬂManagement HEIES

o

* Beacons

Probe Requests / Probe Responses

Association Requests / Association Responses
Reassociation Requests / Reassociation Responses
Disassociations

Authentications / Deauthentications

 Action

[ Data frames

=

* Data
* Null Function
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Do | have to be on your Wi-FI Network?

| may need to get on....
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MAC Filtering — Bypass Demo

Let’'s say a Wi-FI access point only allows certain MAC
addresses

*All we need to do is get the MAC of an allowed system
*Then change our MAC to that MAC

*We are In!

CH 11 ][ Elapsed: 18 s ][ 2019-02-02 12:24

BSSID PWR RXQ Beacons  #Data, #/s CH MB ENC CIPHER AUTH ESSID
70:77:81:DD:C3:7D -43 100 184 171 13 11 54e WPA2 CCMP  PSK CellStream Inc.
BSSID STATION PWR Rate Lost Frames Probe
70:77:81:DD:C3:7D DC:A4:CA:7D:B2:97 -1  1le- © 0 1
70:77:81:DD:C3:7D 10:0D:7F:BD:BO:FA -1  1le- © 0 1
70:77:81:DD:C3:7D ©2:0F:B5:D4:A9:4C -48  0e- Oe 0 3
70:77:81:DD:C3:7D 18:B4:30:0F:29:54 -34  le-11 1 7
| 70:77:81:DD:C3:7D 04:54:53:12:E0:02 -44 0 - 1 0 9
70:77:81:DD:C3:7D 18:B4:30:00:6D:9B -44  le- 2 0 11
70:77:81:DD:C3:7D ©2:0F:B5:22:14:CF -50  0e- e 1 5
70:77:81:DD:C3:7D ©2:0F:B5:6F:10:78 -48  Oe- Oe 0 8
70:77:81:DD:C3:7D 12:DA:43:22:FF:75 -48 0 - Oe 3 4
70:77:81:DD:C3:7D A4:77:33:EF:C4:40 -55  Oe- Oe 2 86
70:77:81:DD:C3:7D 18:B4:30:01:A0:18 -67  Oe- 2 EX] 13
70:77:81:DD:C3:7D 5C:F9:38:94:D7:70 -66 0 -24e 5 22 . - _ _
70:77:81:DD:C3:7D 74:C6:3B:29:CA:BB -77  Oe- Qe 0 9 | am going to: https://netscionline.com/mod/page/view.php?id=7561

This is a Security course that you must enroll in.
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Man in The Middle Attack!

..
Web Application

Man in the Middle

This Photo by Unknown Author is licensed under CC BY
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If | am on your network....

*T00 easy
*Use a tool .

Ettercap (I will use the GUI)

*Bullt into Kali and Parrot
Linux

| am going to: https://netscionline.com/mod/page/view.php?id=7987&forceview=1
This is a free reference at the Online School, you must create a user account
If you do not already have one.
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Scanning & Joining a Wireless Network

*Access Points transmit periodic Beacons allowing the
stations to identify APs

*Scanning — listening to the RF

*Passive Scanning <
* Only listens for Beacon and get info of the BSS — finding the AP —
- Beacons transmitted approximately every 100msec
« STA listens to one channel at a time (approx. 250msec/channel)

* Less power used in this method

* Active Scanning
» Transmit and elicit response from APs
* Probe Requests, channel by channel, can be sent to any or a specific AP
» Consumes network capacity, possibly slowing the network
* Time is saved

This Photo by Unknown Author is licensed under CC BY-SA-NC
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Do | have to be on your Wi-FI Network?
°l may NOT need to get on....

This Photo by Unknown Author is licensed under CC BY-SA
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Jamming

«Jamming Is the process of sending signals that
create interference with normal operations of a
network or radio. Jamming Is basically a Denial
of Service (DoS) attack. There are several
obvious ways that Jamming could be used on a
Wi-FI WLAN:

*| want to take out your security cameras
| want to disable your security system
*| want to take down your entire network

*Just a quick warning.

. OK, let's get started.

*MDK4 is the tool we will be using as our
example




Should | Remember Wireless Networks?

Secure answer — no!
*Making life easy — yes.

Computers that keep these wireless .
networks In their configurations are always
scanning for the networks that have been
saved

*This may result in connecting to a network
you do not wish to connect to

*Dangerous with “open” networks
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Man In The Middle Attack System

*Wi-Fi Pineapple Demonstration

/\




Audience Questions

How many of you have at least one loT Wi-Fi connected device in your home? Less than
10? More than 10?

\

Most household/small business customers run an IPv4 192.168.1.x or 192.168.0.x /24
subnet - leaving 253 usable IP addresses for their home/business. Do you think that is

\enough on their Wi-Fi and wired network with the 10T explosion?

Has TR69 made a big difference in operations? If so, what was the biggest challenge? (I will
probably poll the audience for how many folks have TR-69)

\

If you could re-do Wi-Fi all over again, what one thing would you do different?




Resources

*Online School Web Site: https://www.netscionline.com/

*Networking Fundamentals Reference Book:
https://netscionline.com/mod/book/view.php?1d=3129

*Main CellStream Web Site: www.cellstream.com
*Qur Courses
*Networking and Computing Tips & Tricks — click here

*CellStream Cheat Sheets and other public documents:
Downloads here!

*Interesting Reading — click here
*Our Blog

*Follow me on Twitter: @awalding
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https://www.cellstream.com/intranet/reference-reading/tipsandtricks.html
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https://www.cellstream.com/intranet/reference-reading/genfodder.html
http://cellstreamblog.blogspot.com/

Questions....
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The material provided as part of this CellStream, Inc. documentation are copyright
CellStream, Inc. and an appropriate copyright appears at the bottom of each slide. All
rights are reserved.

The reproduction or utilization of this work in whole or in part in any form by an
electronic, mechanical or other means, known today or developed in future including
photocopy, file copy, image copy, or in any information storage or retrieval system is
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